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SOLICITATION / CONTRACT NUMBERS:  N00024-16-R-3263 /  
BLOCK 13 CONTINUATION                             PAGE 3 OF 5 
 
ACCESS REQUIREMENTS CONTINUATION: 

 

10.A  FURTHER DISCLOSURE, TO INCLUDE SUBCONTRACTING, OF COMSEC INFORMATION BY A CONTRACTOR REQUIRES PRIOR 

APPROVAL OF THE SSC PACIFIC  COR.  ACCESS TO ANY COMSEC INFORMATION REQUIRES SPECIAL BRIEFINGS AT THE 

CONTRACTOR FACILITY.  ACCESS TO CLASSIFIED COMSEC INFORMATION REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE 

APPROPRIATE LEVEL.  USE OF COMSEC INFORMATION IS GOVERNED BY THE NSA INDUSTRIAL COMSEC MANUAL, NSA/CSS POLICY 

MANUAL 3-16.  CONTRACTORS THAT WILL BE DESIGNATED CMS USERS MUST ATTEND AN INITIAL CMS USER TRAINING CLASS THAT 

IS GIVEN BY THE SSC PACIFIC CMS OFFICE.  IF YOU HAVE QUESTIONS CALL (619) 553-5065. (ACCESS IS FOR COMSEC 

EQUIPMENT/MATERIAL.) 

 

10.B ACCESS TO RESTRICTED DATA REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL. 

 

10.C PERMISSION OF THE SSC PACIFIC COR IS REQUIRED PRIOR TO SUBCONTRACTING CNWDI.  SPECIAL BRIEFINGS AND 

PROCEDURES ARE ALSO REQUIRED.  ACCESS TO CNWDI REQUIRES A FINAL U.S. GOVERNMENT GRANTED CLEARANCE AT THE 

APPROPRIATE LEVEL. 

 

10.D FURTHER DISCLOSURE, TO INCLUDE SUBCONTRACTING, OF FORMERLY RESTRICTED DATA BY A CONTRACTOR REQUIRES 

PRIOR APPROVAL FROM SSC PACIFIC COR.  SPECIAL BRIEFINGS AND PROCEDURES ARE ALSO REQUIRED AT THE CONTRACTOR’S 

FACILITY.  ACCESS TO FORMERLY RESTRICTED DATE REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE 

LEVEL. 

 

10.E(1)  THE SSO NAVY HAS EXCLUSIVE SECURITY RESPONSIBILITY FOR ALL SCI CLASSIFIED MATERIAL RELEASED OR DEVELOPED 

UNDER THIS CONTRACT.  DSS IS RELIEVED OF SECURITY INSPECTION RESPONSIBILITY FOR ALL SUCH MATERIAL BUT RETAINS 

RESPONSIBILITY FOR ALL NON-SCI CLASSIFIED MATERIAL RELEASED TO OR DEVELOPED UNDER THIS CONTRACT.  FURTHER 

DISCLOSURE TO INCLUDE SUBCONTRACTING OF SCI IS PROHIBITED WITHOUT PRIOR APPROVAL FROM THE SSC PACIFIC, TECHNICAL 

COR-CODE, SSC PACIFIC CODE 874 AND SSO NAVY.  SPECIAL BRIEFINGS AND PROCEDURES ARE ALL REQUIRED AT THE 

CONTRACTOR'S FACILITY.  ACCESS TO SCI INFORMATION REQUIRES A FINAL US GOVERNMENT CLEARANCE AT THE APPROPRIATE 

LEVEL AND WILL BE PERFORMED WITHIN U.S. GOVERNMENT FACILITIES ONLY.  INCIDENTAL SCI VALIDATION ACCESS RECEIVED 

FROM SSO NAVY/IRCCO TO PROCESS THIS SOLICITATION, TRACKING #282-16. 

 

CONTRACTOR PERSONNEL ASSIGNED TO THIS EFFORT WHO REQUIRE ACCESS TO SCI DATA AND SPACES MUST POSSESS A 

CURRENT SSBI WITH ICD 704 ELIGIBILITY (WHICH REPLACED DCID 6/4 ELIGIBILITY).  

 

CONTRACT PERFORMANCE FOR INCIDENTAL SCI ACCESS IS RESTRICTED TO: SPAWAR SYSTEMS CENTER PACIFIC FACILITIES AND 

SPAWARSYSCOM. 

 

10.E(2) PRIOR APPROVAL FROM THE SSC PACIFIC, TECHNICAL COR-CODE, SSC PACIFIC CODE 874 AND SSO NAVY IS REQUIRED FOR 

SUBCONTRACTING. 

 

10.K THE CONTRACTOR IS REQUIRED TO BE NATO BRIEFED FOR THE SOLE PURPOSE OF ACCESSING SIPRNET AND/OR JWICS.  THE 

SPECIAL BRIEFING IS PROVIDED BY THE CONTRACTING COMPANY'S FACILITY SECURITY OFFICER.  NOTE:  THERE IS NO 

REQUIREMENT FOR THE CONTRACTOR TO HAVE ACCESS TO NATO MATERIAL ON THIS CONTRACT PER CNO LTR 5510 SER 

N09N2/11U213075 DTD 9 SEP 11 THIS INFORMATION IS NOT TO BE ENTERED INTO JPAS.  THE CONTRACTOR SHALL COMPLETE SCI 

DERIVATIVE CLASSIFICATION TRAINING PRIOR TO BEING GRANTED ACCESS TO SIPRNET AND/OR JWICS; TRAINING PROVIDED BY THE 

FACILITY SECURITY OFFICER. 

 

11.A CONTRACT PERFORMANCE IS RESTRICTED TO GOVERNMENT FACILITIES IN SAN DIEGO, CA AS DESIGNATED BY SSC PACIFIC.  

SSC PACIFIC-COR WILL PROVIDE SECURITY CLASSIFICATION GUIDANCE FOR PERFORMANCE OF THIS CONTRACT. 

 

11.E CONTRACT IS FOR SECURITY SUPPORT SERVICES FOR CODES 833 AND 87 TO INCLUDE THE SECURITY CONTROL SYSTEM, LOCK 

AND KEY CONTROL, FOREIGN TRAVEL, PERSONNEL SECURITY, INFORMATION SECURITY, COMMUNICATION SECURITY, PHYSICAL 

SECURITY, FOREIGN VISIT COORDINATION, CONTINUITY OF OPERATIONS PLANNING (COOP), SCIENTIFIC AND TECHNICAL 

INTELLIGENCE LIAISON OFFICER (STILO), SPECIAL SECURITY OFFICE (SSO), OPERATIONS SECURITY (OPSEC), RESEARCH AND 

TECHNOLOGY PROTECTION (RTP) AND SUPPLY CHAIN RISK MANAGEMENT (SCRM).  CLEARED PERSONNEL ARE REQUIRED TO 

PERFORM THIS SERVICE BECAUSE ESCORTING PERSONNEL OR SANITIZATION OF THE WORK SPACE CANNOT PRECLUDE ACCESS TO 

CLASSIFIED INFORMATION.   
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SOLICITATION / CONTRACT NUMBERS:  N00024-16-R-3263 / 
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ACCESS REQUIREMENTS CONTINUATION: 
 

11.G THE CONTRACTOR IS AUTHORIZED THE USE OF DTIC REGARDING SPECIFIC CONTRACT RELATED INFORMATION AND WILL 

PREPARE AND PROCESS DD FORM 1540 IN ACCORDANCE WITH THE NISPOM, CHAPTER 11, SECTION 2.  THE COR/TR WILL CERTIFY 

NEED-TO-KNOW TO DTIC. 

 

11.L(1) THE USE OF PERSONAL ELECTRONIC MEDIA (COMPUTER LAPTOPS, FLASH (THUMB), OR OTHER REMOVABLE DRIVES) IS 

PROHIBITED IN SSC PACIFIC SPACES. CONTACT THE COMMAND INFORMATION SYSTEM SECURITY MANAGER 

(SPSC_SSCPAC_ISSM@NAVY.MIL) IF YOU HAVE QUESTIONS.  ALL REMOVABLE ELECTRONIC MEDIA MUST BE LABELED 

(UNCLASSIFIED, ETC.) TO THE HIGHEST CLASSIFICATION OF DATA STORED, AND/OR FOR THE CLASSIFICATION OF THE SYSTEM IN 

WHICH IT IS USED.  IF CLASSIFIED, ANY REMOVABLE ELECTRONIC MEDIA MUST BE TRACKED AND STORED APPROPRIATE TO THAT 

LEVEL OF CLASSIFICATION. 

 

11.L(2) ANTI-TERRORISM/FORCE PROTECTION BRIEFINGS ARE REQUIRED FOR ALL PERSONNEL (MILITARY, DOD CIVILIAN, AND 

CONTRACTOR) PRIOR TO COMMENCEMENT OF FOREIGN TRAVEL. THE BRIEFING IS AVAILABLE AT HTTPS://ATLEVEL1.DTIC.MIL/AT/, IF 

EXPERIENCING PROBLEMS ACCESSING THIS WEBSITE CONTACT,  SSC_FORTRAV@NAVY.MIL.  NOTE:  PER OPNAVINST F3300.53C 

CONTRACTOR EMPLOYEES MUST RECEIVE THE AT/FP BRIEFING ANNUALLY. FORWARD A COPY OF TRAINING CERTIFICATE TO THE 

PREVIOUS EMAIL ADDRESS OR FAX TO (619) 553-6863. 

 

11.L(3) AS REQUIRED BY NATIONAL INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM) CHAPTER 1, SECTION 3, 

CONTRACTORS ARE REQUIRED TO REPORT CERTAIN EVENTS THAT HAVE AN IMPACT ON: 1) THE STATUS OF THE FACILITY 

CLEARANCE (FCL); 2) THE STATUS OF AN EMPLOYEE'S PERSONNEL CLEARANCE (PCL); 3) THE PROPER SAFEGUARDING OF 

CLASSIFIED INFORMATION; 4) OR AN INDICATION THAT CLASSIFIED INFORMATION HAS BEEN LOST OR COMPROMISED.  

CONTRACTORS WORKING UNDER SSC PACIFIC CONTRACTS WILL ENSURE INFORMATION PERTAINING TO ASSIGNED CONTRACTOR 

PERSONNEL ARE REPORTED TO THE CONTRACTING OFFICER REPRESENTATIVE (COR)/TECHNICAL POINT OF CONTACT (TPOC), THE  

CONTRACTING SPECIALIST, AND THE SECURITY'S COR IN ADDITION TO NOTIFYING APPROPRIATE AGENCIES SUCH AS COGNIZANT 

SECURITY AGENCY (CSA), COGNIZANT SECURITY OFFICE (CSO), OR DEPARTMENT OF DEFENSE CENTRAL ADJUDICATION FACILITY 

(DODCAF) WHEN THAT INFORMATION RELATES TO THE DENIAL, SUSPENSION, OR REVOCATION OF A SECURITY CLEARANCE OF ANY  

ASSIGNED PERSONNEL; ANY ADVERSE INFORMATION ON AN ASSIGNED EMPLOYEE'S CONTINUED SUITABILITY FOR CONTINUED T3W 

ACCESS TO CLASSIFIED ACCESS; ANY INSTANCE OF LOSS OR COMPROMISE, OR SUSPECTED LOSS OR COMPROMISE, OF 

CLASSIFIED INFORMATION; ACTUAL, PROBABLE OR POSSIBLE ESPIONAGE, SABOTAGE, OR SUBVERSIVE INFORMATION; OR ANY 

OTHER CIRCUMSTANCES OF A SECURITY NATURE THAT WOULD AFFECT THE CONTRACTOR'S OPERATION WHILE WORKING UNDER 

SSC PACIFIC CONTRACTS. 

 

11.L(4) CONTRACTORS RECEIVING, TRANSMITTING OR ACCESSING UNCLASSIFIED CONTROLLED TECHNICAL INFORMATION ON OR 

THROUGH ITS CONTRACTOR INFORMATION SYSTEM(S) MUST SAFEGUARD THE INFORMATION TO AVOID COMPROMISE, INCLUDING 

BUT NOT LIMITED TO DISCLOSURE OF INFORMATION TO UNAUTHORIZED PERSONS, UNAUTHORIZED MODIFICATION, DESTRUCTION, 

OR LOSS OF AN OBJECT, OR THE COPYING OF INFORMATION TO UNAUTHORIZED MEDIA, AS REQUIRED PER DFARS SUBPART 204.73 

AND CLAUSES 204.7304 AND 252.204-7012.  CONTRACTORS SHALL REPORT TO THE DOD EACH CYBER INCIDENT THAT AFFECTS 

UNCLASSIFIED CONTROLLED TECHNICAL INFORMATION RESIDENT ON OR TRANSITING CONTRACTOR INFORMATION SYSTEMS IN 

ACCORDANCE WITH DFARS CLAUSE 204.7304 AND 252.204-7012. DETAILED REPORTING CRITERIA AND REQUIREMENTS ARE SET 

FORTH IN THE CLAUSE AT 252.204-7012, SAFEGUARDING OF UNCLASSIFIED CONTROLLED TECHNICAL INFORMATION.  

REQUIREMENTS FOR SAFEGUARDING UNCLASSIFIED CONTROLLED INFORMATION CAN BE FOUND IN DOD M-5200.01, VOLUME 4. 

 

11.L(5) USFF FORCE PROTECTION (FP) DIRECTIVE MSG 16-00 DIRECTS ALL PERSONNEL (MILITARY, DOD CIVILIAN, AND CONTRACTOR) 

WORKING AT MILITARY FACILITIES TO COMPLETE THE TRAINING AND READINESS - THE ACTIVE SHOOTER.  THE TRAINING IS 

AVAILABLE AT HTTPS://WWWA.NKO.NAVY.MIL/.  YOU WILL FIND THE TRAINING UNDER COURSE CATALOG "PREFIX: CNIC, NUMBER: 

CNIC-TRATAS-1.1.”, IF EXPERIENCING PROBLEMS ACCESSING THIS WEBSITE CONTACT SSC_FORTRAV@NAVY.MIL. 
 

WHEN NOTED IN THE PWS ALL CONTRACTOR PERSONNEL SHALL POSSESS THE REQUIRED SECURITY CERTIFCATION AND TRAINING 

IN ACCORDANCE WITH DOD DIRECTIVE 8570.1. 
 

THE CONTRACTING OFFICER’S REPRESENTATIVE (COR) OR TECHNICAL REPRESENTATIVE (TR) WILL SPECIFY WHICH POSITIONS 

REQUIRE CLEARANCE. 
 
CHANGES:  SOLICITATION APPROVAL/VALIDATION FROM SSO NAVY/IRCCO RECEIVED, TRACKING #282-16. 
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SPECIFIC ON-SITE SECURITY REQUIREMENTS ARE ATTACHED.  FOR AUTHORIZED VISITS TO OTHER U.S. GOVERNMENT  

     ACTIVITIES, THE CONTRACTOR MUST COMPLY WITH ALL ONSITE SECURITY REQUIREMENTS OF THE HOST COMMAND. 

FOR OFFICIAL USE ONLY (FOUO) GUIDANCE ATTACHED. 

INTELLIGENCE REQUIREMENTS ARE ATTACHED. 

OPERATIONS SECURITY (OPSEC) REQUIREMENTS ATTACHED AND MUST BE PASSED TO ALL SUBCONTRACTORS. 

DODM 5105.21 VOLUMES 1 THROUGH 3, “DEPARTMENT OF DEFENSE SENSITIVE COMPARTMENTED INFORMATION 

     ADMINISTRATIVE SECURITY MANUAL: ADMINISTRATION OF INFORMATION AND INFORMATION SYSTEMS SECURITY”, 

     “ADMINISTRATION OF PHYSICAL SECURITY, VISITOR CONTROL, AND TECHNICAL” AND “ADMINISTRATION OF PERSONNEL 

     SECURITY, INDUSTRIAL SECURITY, AND SPECIAL ACTIVITIES”, DATED 19 OCTOBER 2012 (THESE PUBLICATIONS MAY BE 

     OBTAINED BY ACCESSING WEBSITE HTTP://DSEARCH.DTIC.MIL/).  DISTRIBUTION IS UNLIMITED APPROVED FOR 

     PUBLIC RELEASE. 
 
NO FURTHER ENTRIES ON THIS PAGE. 
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